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This annual blockbuster conference zeroes in on military
operations, infrastructure protection, and the growing threat of
high-tech terrorism and espionage in today's
information-driven world. Designed for corporations,
infrastructure firms, and finance, military, intelligence and law
enforcement organizations, InfowarCon '99 provides proven
tactics for defending the enterprise and infrastructures.
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Conference registration information

Five easy ways to register:
Online
Click the "to register" icon
Mail
Print out the registration form and mail it to:
MIS Training Institute
498 Concord Street
Framingham, MA 01702-2357
Call
(508) 879-7999
Fax
(508) 872-1153
E-Mail

Times
Registration desk: Tuesday 8:00 - 9:00am for workshops;
Tuesday 5:00 - 7:00pm; and Wednesday at 6:30am.

Fees
Conference: $995
Conference + one workshop: $1290
Conference + two workshops: $1535
Workshop only: $395
All fees are payable in advance in U.S. dollars. Fees include
session materials, refreshments, lunch, continental breakfasts,
and receptions on Tuesday, Wednesday, and Thursday.

Government Rates



Conference: $795
Conference + one workshop: $990
Conference + two workshops: $1140
Workshop only: $295

Team Discount
When four people from your organization attend, each will
receive a 20% discount. Registrations must be made and paid
for at the same time.

Continuing Education Credits
Participants are eligible to receive 15 hours of Continuing
Education Credits for the conference, and an additional 7
credits for each workshop.

Accommodations
InfowarCon '99 will be held at the Hyatt Regency Crystal
City, where a block of rooms have been reserved until August
16, 1999. After that date, reservations may be made on a
space-available, regular-rate basis. Make your reservations
early and be sure to mention MIS/InforwarCon to be assured
a room at the special rate. To book your reservation, write the
Hyatt Regency Crystal City at 2799 Jefferson Davis Highway,
Arlington, VA 22202 or call 703-418-1234.

Travel Discounts
Attendees are guaranteed lowest available airfares by using
Abacus Travel, Inc. Call Abacus at 800-222-2874, in
Massachusetts at 978-326-3100 and be sure to mention
MIS/InfowarCon.

Cancellation

You may cancel your registration up until two weeks before
the conference. For cancellations made within ten business
days of the conference, there is a $95 fee which will be waived
if you register for another MIS program at that time. You may,
at any time, substitute another individual from your
organization. Those who do not cancel and do not attend are
responsible for the full fee.

Guarantee
Attend this conference and gain contacts, strategies, and tools
that will help you in your job. If you do not, simply tell us why
on your company letterhead and we will give you a full credit
toward another program or refund the fee.



Optional Workshops

Tuesday, September 7, 1999
9:00 AM - 5:00 PM

W1: Information Operations: IW for the Warfighter
M. Paul Zavidniak, Technical Staff, LOGICON, Inc.;
Anita D'Amico, Information Warfare Consultant and
Former Head of IW at Northrop Grumann

The US military has identified network-centric warfare and
information superiority as the foundation of its continued
pre-eminence in the 21st century. These concepts require that
military operations be conducted using interoperable and
interconnected systems, and Internet-style access to
information. To maximize cost-savings, the military is also
incorporating commercial information and communication
technologies into its operating plans. In this powerful session
you will examine critical challenges to the US military's future
direction for  information and communications technology. You
will cover: interconnected and common solutions and
determine if they increase our exposure to adversary IW
attacks; commercial information and communication
technologies and whether or not they are sufficient to ensure
the security of US military information; and information
assurance problems and solutions unique to the military. You
will identify where military and commercial interests are so
well-aligned that the technologies and solutions they use are
interchangeable.

W2: All National Disasters Begin at the Local Level
Clark Staten, CEO & Senior National Security Analyst,
Emergency Response and Research Institute/Emergency
News Network

Whether an asymmetric attack is performed by a terrorist
organization or a nation-state, the results can be overwhelming
-- unless the private sector, law enforcement, emergency
services, and the federal government coordinate their efforts
throughout the incident. In this intensive workshop Clark
Staten will walk you through the complex morass of policy and
response from the local to the national levels. You'll explore
how corporations should deal with IW and other types of
attacks. You will investigate whether attacks should be
handled privately, and, if not, who to call for assistance. You'll
gain insight into emergency response from municipal, state, and
federal levels, and derive a  fresh perspective on developing
policies for coordinating input from the different sectors. This
workshop brings together corporate/private, municipal/state
and federal/national security viewpoints, and demonstrates
how responses have to be coordinated in order to effectively
handle threats and mitigate damages.

W3: Hacking Tools from A-Z
Tim Rosenberg, Erik Naylor, Sam Henry, Roger
Rosenberg, Network Security Consultants, White Wolf



Survival, Inc.

This demo-based workshop bridges the gap between real-life
information warfare techniques and theoretical concepts. You
will cover known threats and tools freely available to counter
them. You will witness demonstrations of more advanced
techniques for thwarting attacks, and  common information
warfare tactics, including password sniffing and capture,
E-mail bombing and spoofing, Trojan-horse programs,
malicious Web sites, and others. You will learn how to protect
your information assets from such assaults, and how to turn the
table on the perpetrator and become the attacker yourself by
launching remote network attacks from a "gunship" Web
server. You'll leave this provocative workshop with a working
knowledge of common network threats and how to battle
back when hackers strike. You'll receive complete network
specifications (hardware, OS, cost, etc.) plus a glossary and
bibliography for future reference.

W4: Global Infrastructure Analysis
William Church, CEO, Center for Infrastructural Warfare
Studies

Infrastructure failures occur almost daily, but it is not always
clear which are intentional and which are accidental. Although
the technical effects are the same, the psychological impact
varies. This fascinating workshop, presented by a security
expert with extensive international contacts, examines the
history of infrastructural attacks and how they relate to global
stability. You will explore the real and potential uses of IW
techniques by terrorists and sub-state groups around the
world. Drawing on Mr. Church's research on infrastructural
events, you will discover how and why these incidents are
accelerating as the millennium approaches. You will gain insight
into how Y2K and intentional attacks can dovetail into
increased problems. You'll take a global view of infrastructure
attack scenarios and defense methods in the coming years.
You will leave this workshop with a big-picture perspective on
trends, terrorists, and targets, and how the private and
government sectors can work together to mitigate the potential
for disruption.



Optional Workshops

Friday, September 10, 1999
9:00 AM - 5:00 PM

W5: Building Computer Emergency Response Teams
(CERTs): A Step-by-Step Lesson Plan
Bob Ayers, Senior Consultant, Admiral Systems, UK,
Former Chief of Information Security, DISA

The first Computer Emergency Response Team (CERT) was
developled at Carnegie Mellon University as a prototype for
central reporting and coordinated response to threats to
networked systems. CERTs have become widely used to
centrally coordinate information flow, especially within the
military and governments. In this in-depth workshop you will
benefit from Bob Ayers' 20+ years of experience in
developing CERTs. You will cover the management support
needed to build a corporate- or industrywide CERT, the costs
involved, and how to establish the proper hierarchy. You'll
explore the technical, political, and financial angles of building a
CERT from an acknowledged expert and master in the field.

W6: Conducting Cyber Investigations: Forensics,
Tracking, and Conviction
William Boni, Director, PricewaterhouseCoopers, LLP

You've been hacked, or somehow electronically victimized.
The extent of the damage and the perpetrator are unknown. In
this intriguing workshop you will receive a blueprint for
conducting a cyber-crime investigation. You'll learn how to
determine if it was an inside job or an outside attack, and how
to track down the offender. You'll discover what evidence to
collect and how to preserve it. You'll decide if and when
outside law enforcement should be involved in the
investigation. You will delineate the similarities and differences
between conventional criminal investigations and cyber
detective work, and come away with new skill sets for fighting
crime in the virtual world.

W7: Strategic Gaming
Stephen Northcut, Office of the Secretary of Defense;
Winn Schwartau, President, Interpact, Inc. and Founder,
Infowar.Com Ltd.

Attend this lively workshop for a day of rough-and-tumble
simulated scenarios that echo the real-life cyber-disasters
facing today's executives, managers, and military leaders.
During the highly interactive exercises you will experience
first-hand the pressures of contingency management and the
repercussions of your decisions. You will tackle unexpected
challenges at the network, organizational, infrastructural, and
national levels. With Y2K only months away, this workshop
provides a fast-paced fire drill for the real thing!



W8: Linux Boot Camp
Jeff Polaski, Senior Instructor, Internet Security Institute

NT may be the dominant operating system worldwide, but it
offers weak security for a mission-critical systems
infrastructure. With its significant security advantatges, Linux, a
freeware operating system (Open Source Software), is making
notable headway into the computing community, with an
estimated 7 - 10 million users. In this technical workshop you'll
go under the OS's hood to find out how Linux meets advanced
security needs. You will learn how Linux functions, why it is
becoming so popular, and how to configure it for a wide
variety of critical applications.



Agenda

Wednesday, September 8, 1999

8:30 AM - 9:00 AM
Keynote: The Joint Task Force on Computer Network
Defense: An Update
Major General John Campbell, USAF, Joint Task Force
on Computer Network Defense (JTF-CND), Department
of Defense

In this compelling keynote address Major General John
Campbell will provide an insider's look at the activities of the
Joint Task Force on Computer Network Defense. You will
hear about the JTF-CND's efforts to defend the DOD's
computer networks and systems while it works in conjunction
with the unified military commands.

9:00 AM - 9:30 AM
Keynote: Legislative View: Infrastructure Protection
and National Security
The Honorable Curt Weldon (R), U.S. Congress, 7th
District, Pennsylvania

Congressman Curt Weldon heads the Military Research and
Development Subcommittee of the House Armed Services
Committee and has been extensively briefed on cyberterrorism
and the increasing threats we now face. Does he think we are
under attack? Absolutely! In his keynote address Congress
Weldon will provide a legislative overview of how lawmakers
are considering their options regarding conflict in cyberspace,
whether it involves the military, the government, or the private
sector. Infrastructure, he maintains, is one and the same for us
all these days.

9:30 AM - 10:00 AM
1: International Implications and the NIPC
Bob Stevens, Department of State, Liaison, National
Infrastructure Protection Center

The NIPC is actively pursuing advanced techniques to defend
critical intrastructures. One significant thrust of this effort is to
provide Indication and Warning reports to the private sector
when events warrant such alerts. Through rapid identification
and analysis of real threats to critical infrastructures, the
combined forces of the intelligence community with private
sector reporting can bring into focus seemingly disconnected
and distributed attacks from international groups and
nation-states. This insightful presentation will give you the latest
on this critically important initiative and its  ultimate goal of
providing strategic, real-time warnings for self-healing
infrastructures.

10:30 AM - 11:00 AM
2: Cyber Disarmament
The Honorable Yuriy Ushakov, Ambassador of the Russian
Federation to the United States (Invited)



In this highly-charged session you will learn the details of a
proposed disarmament treaty for the weapons of information
warfare introduced to the United Nations by the Russian
Federation. This session outlines the proposal, why the
Russians have initiated it, and how it would be implemented.
Come prepared for a lively question-and-answer period.

11:00 AM - 11:30 AM
3: The Kinder, Gentler Terrorist
Alijandra Mogilner, Ph.D., Principal, GTwo Forward, Inc.

Asymmetric modern terrorists are adding information warfare
capabilities to their arsenals, as in the case of bin-Laden and
other groups. Information warfare and images of new, kinder,
gentler terrorists, murderers and revolutionaries have grayed
the edges of the public's perception of good and evil, hero and
villain. Is the U.S. intentionally starving Iraqi children? Did the
CIA sell crack in LA? Most governments and educated
groups dismiss such extreme accustations out-of-hand, thereby
losing the battle for information supremacy, mind-share, and
public opinion.  In this probing session, you will look at how
the modern terrorist exploits the media, and you will gain a
better understanding of motivational factors and goals. You'll
come away with a game plan for meeting and fighting new
terrorist forces on the battlefields of the Internet and the mind.

11:30 AM - 12:00 PM
4: Corporate Vigilantism and the Hostile Perimeter
Winn Schwartau, President, Interpact, Inc.; Founder,
InfowarCom Ltd.; Dr. W. Hutchinson, School of
Management, Information Services; Edith Cowan
University, Australia

This hard-hitting session reveals the surprising results obtained
by organizations using Hostile Perimeters to foil network
attacks. You'll find what to do in the face of unrelenting
attacks, how to strike back, and how to determine the chances
of apprehending the offender when law enforcement can't or
won't investigate.

1:30 PM - 3:00 PM
5: Corporate Vigilantism: Striking Back
Frans Mulschlegel, Open Sources Information Unit,
Europol; Mark Gembicki, CTO, Warroomreach, Inc.; Jim
Christy, Special Assistant for Law Enforcement,
Information Assurance, ASDC31; two members of the US
Dept. of Justice Cyber Crime Unit

Mounting frustration over the technical, political, and legal
difficulties of identifying and capturing online criminals has
driven many corporations to vigilantism. In this dynamic panel
discussion you will hear the viewpoints of esteemed
cyber-crime experts on the causes behind vigilante activities,
and gain some interesting alternatives for the private sector.

Track: Law Enforcement

1:30 PM - 3:00 PM



6: Life and Conflict in the Infosphere
Commodore Patrick J. Tyrrell, Royal Navy, Assistant
Director of the UK Defence Communications Agency;
Robert Garigue, Executive Officer to the CIO, Security
and Assurance Program, Province of Manitoba; Dr.
Michael Vlahos, Consultant to John Hopkins University,
Applied Physics Lab, Chairman US Internet Counsel; Lt.
Col. Richard Aldrich, USAF

All manner of human activity takes place in the information
realm, also known as the infosphere. In this forward-looking
session you will examine how the infosphere has changed
human existence and explore the new ways conflict will evolve.

Track: Human Factors of the Information Revolution

1:30 PM - 3:00 PM
7: Technology for Circumventing Internet Censorship
Bennett Haselton and Brian Ristuccia, Co-Directors,
Peacefire.Org

Although Singapore, China, Saudi Arabia, Iraq and other
nations have imposed heavy restrictions on Internet access,
software exists that can bypass proxies and firewalls. In this
revealing session you will view demonstrations of how these
Web-based applications in combination with anonymizers,
public key encryption, and steganography can be used to
circumvent  control. Attend this session to find out the military,
humanitarian, and freedom-fighting implications of the
Anti-Censorship Proxy.

Track: Technology

1:30 PM - 3:00 PM
8: The Politics of Infowar: Electronic Disturbance and
Cyber-Civil Disobedience
Ricardo Dominguez, Carmin Karasic, Brett Stalbaum,
Stefan Wray, the Electronic Disruption Theater

Members of the Electronic Disruption Theater (EDT), a
network-art-activist group engaged in developing the theory
and practice of Electronic Civil Disobedience, will show how
marginalized causes can be expressed and distributed using
networks. In 1998, the EDT launched Flood Net, a
denial-of-service program designed to halt Web servers, in
support of repressed Mexican sect. In this fascinating session
you will witness a multi-media demonstration that will change
your thinking about online civil disobedience.You'll see how
the EDT uses the Internet and high technology as a tool and
vehicle for electronic living-art to promote neo-political causes.

Track: Collateral IW

3:30 PM - 5:00 PM
9: Corporate Computer Crime Forensics 101
Frans Mulshlegel, Open Sources Information Unit,
Europol; Maria Christina Ascenzi, Comissario Capo
(D.SSA), Polizia di Stato, Italy; Karen Matthews,



Department of Defense, Computer Forensic Lab;
members of the FBI Computer Analysis and Response
Team

What do you do if your organization is hacked? Find out from
this panel of in-the-trenches experts who will walk you through
the steps you should take to gather, preserve, and maintain
evidence so that it is useful to law enforcement. You'll discover
some successful investigative tricks available to the private
sector that go beyond the standard procedures practiced by
public law enforcement agencies.

Track: Law Enforcement

3:30 PM - 5:00 PM
10: Perception Management in Peace, Conflict, and War

Chaired by Douglas H. Dearth, Course Director, Joint
Military Intelligence Training Center; James Adams,
Journalist and Former CEO of United Press
International; Col. Charles W. Williamson, USAF, (Ret.)
Office of the Assistant Secretary of Defense for Special
Operations and Low Intensity Conflict; Lt. Col. Mike
Warsocki, USA Division Chief, Army Land Information
Warfare Activity

Just as with corporate public relations battles, the manipulation
of popular opinion in the theater, media, and for international
consumption is of critical importance to both peacekeeping
and warfighting missions. In this strategic session you will
explore the use of Perception Management (including
examples from Kosovo and Serbia), and how organizations
such as NATO, can employ these tactics to achieve their
goals. Join this group of front-line pros for a lively and
insightful discussion of how "media conflict" often takes
precedence over actual causalities or conquered territories.

Track: Human Factors of the Information Revolution

3:30 PM - 5:00 PM
11: Soft Tempest: Secret Data Transmissions Using
CRTs and PCs
Marcus Kuhn, Computer Laboratory, University of
Cambridge (UK)

In this compelling session you will learn how to detect and
deflect tempest radiation -- the electromagnetic emanations
from computers, monitors, and keyboards. You will see how
an accomplice insider or proficient attacker can covertly
employ software to generate intentional emanations that
bypass conventional security mechanisms. You'll learn how
these software techniques can be used for commercial and
national espionage, or even for software compliance. You'll
find out about some novel and inexpensive software techniques
that protect against tempest radiation and related RF data
interception.

Track: Technology



3:30 PM - 5:00 PM
12: Identity Theft: The Robbery of a Lifetime
Mari Frank, Esq., Attorney and Author

Something is amiss when organizations such as AT&T or Time
Warner require an individual's social security number for a
business transaction. Many major corporations use poor
practices for protecting that information, opening wide a
window for criminals to easily adapt or steal personal and
professional identities. In this thought-provoking session you'll
explore the implications of this disturbing phenomenon and
how it can compromise your total security efforts. When
applied to information warfare and information operations, the
results can be quite startling.

Track: Collateral IW



Agenda

Thursday, September 9, 1999

8:15 AM - 9:00 AM
Keynote: National Security and Private Infrastructure:
A View from the Top
General Richard B. Meyers, CINCNORAD, CINCSPACE,
Commander, Air Force Space Command

On October 1, 1999, General Richard B. Meyers will take on
the immense task of overseeing the defense of all DoD
networks. In this riveting keynote address General Meyers will
share his insights on the challenges of his new responsibilities
and their implications for national security and private sector
infrastructure protection. Don't miss this rare opportunity to
question a high-ranking official who has his finger on the pulse
of this country's critical defense systems.

9:00 AM - 9:30 AM
13: Private Sector Infrastructure Protection
Steve Katz, Chief Security Officer, Citicorp

As the head of global security for a well-known financial
institution, Steve Katz is considered an expert on the
implementation of enterprisewide infrastructure protection. In
this informative session Mr. Katz will draw on his experiences
and lessons learned to provide insight into how you can build
and deploy workable, high-quality defenses for infrastructures
that support both commercial and government services.

9:30 AM - 10:00 AM
14: Applying Maneuver Warfare to Infrastructure
Protection
Douglas H. Dearth, Course Director, Joint Military
Intelligence Training Center

There is old and there is new in both government and private
sector IO and IW. Innovation is all about "creative
destruction." In this compelling session you will cover the
principles of Maneuver Warfare, including how agility, speed,
surprise, and the spirit of the offensive apply in cyberspace for
both the military and for private enterprise.

10:30 AM - 11:00 AM
15: Internet Mapping and Control
William Cheswick, Senior Security Researcher, Bell Labs,
Lucent Technology

In this strategic session you will evaluate mapping and testing
software for controlling large intranets. You'll view new
software products that display the extent of a network and that
can expose unofficial links to other networks and the Internet
itself. You'll see how these tools, which use techniques
common to hacking, including host scanning and IP spoofing,
can benefit your network secrurity.

11:00 AM - 11:30 AM



16: The Role of the Private Sector in Protecting the
Critical Infrastructure
James Adams, CEO, Infrastructure Defense, Inc.

The nation's critical infrastructure of communications,
transportation, power, and commerce is a delicate house of
cards that may come tumbling down even without a hostile act.
Such frailty is the price of the interconnectedness that has,
ironically, made America the world's greatest superpower. But
perhaps just as frightening as the infrastructure's vulnerability is
the government's proposed protection strategy. In this riveting
session James Adams, CEO of Infrastructure Defense Inc.,
will discuss the need for the private sector to develop vital
information-sharing and to play a leading role in the protection
of the critical systems upon which we all depend.

11:30 AM - 12:00 PM
17: Private Sector Cyber-Threats

Attend this just-in-time session to identify the top-level issues
that major corporations have to consider as cyber-threats
grow more and more intense. How do companies interact and
coordinate with the government? What laws are needed? How
do we handle the international aspects of infowar and
cyberterorism? Does the government have any responsibility to
defend the private sector? Get the answers to these and other
critical questions here.

1:30 PM - 3:00 PM
18: Cops Breaking the Law to Enforce the Law
Frans Mulschlegel, Open Sources Information Unit,
Europol; Jim Christy, Special Assistant for Law
Enoforcement, Information Assurance, ASDC31; a U.S.
Department of Justice, Cyber-Crime Unit Representative

How far can police and law enforcement go to find and
develop evidence against cyber-criminals? Recent European
initiatives suggest that cops may have to break the law to
achieve crime-fighting goals. This provocative panel discussion
on a controversial topic is sure to generate some heated
debate on law enforcement activities!

Track: Law Enforcement

1:30 PM - 3:00 PM
19: Infowar: The Human Target
Commodore Patrick J. Tyrrell, Royal Navy, Assistant
Director of the UK Defence Communications Agency;
Col. Charles Dunlap, JAG, USAF; Dr. Michael Vlahos,
Consultant to John Hopkins University, Applied Physics
Lab, Chairman US Internet Counsel; Jamie MacIntosh,
Psychologist, UK Defence Evaluation and Research
Agency

What actions and steps are needed to cause a shift in a human
target's attitudes and behaviors? In this penetrating session you
will pinpoint the proper targets in war and peacekeeping
maneuvers, and determine which mechanisms are most likely



to yield the desired results. You will see how these theories
can be applied to the corporate sector as a way to sensitize
employees to the need for greater information security.

Track: Human Factors of the Information Revolution

1:30 PM - 3:00 PM
20: Home-Made HERF and EMP Weapons: Design and
Generation
Dave Schriner, President, Schriner Engineering

The military has billions of dollars to build the best weapons
system in the world and its interest in Directed Energy
Weapons is sincere and necessary. But what about the
anarchistic NGO and terrorist groups? What can they achieve
with DEW? In this intriguing session you will examine the basic
technologies that are needed to create HPM, EMP, HERF,
and other RF effects and see firsthand how simple it is for
terrorists to create weapons of mass disruption.
Session 24, HERF and EMP Detection and Prevention,
provides tested tactics for combatting these weapons.

Track: Technology

1:30 PM - 3:00 PM
21: Physically Protecting the Virtual
Lloyd Reese, CPP, CISSP, Information Assurance
Directorate, Troy Systems

In this pragmatic session you will find out how to merge three
traditional security disciplines: (1) industrial physical and
personnel security; (2) information security, including systems,
networks, and firewall-like protection; and (3) contingency
planning and disaster recovery. You'll learn strategies for
coordinating all three disciplines in a cooperative team effort to
cover events that affect any one or all three areas. You will
tackle issues such as who has access to sensitive areas, what
controls are in place to secure mission-critical systems, and
how to implement protections based on physical conditions.
You'll leave this session with a plan for capitalizing on the
dynamic synergy that takes place when personnel from
different areas work as a team to accomplish integrated
infrastructure protection.

Track: Collateral IW

3:30 PM - 5:00 PM
22: International Law Enforcement Cooperation
Frans Mulschlegel, Open Sources Information Unit,
Europol; Dr. Dorothy Denning, Professor, Information
Warfare, Computer Science Department., George
Washington University; Maria Christina Ascenzi,
Commissario Capo (D.SSA), Polizia di Stato, Italy

Prosecution of cyber-crimes can prove elusive when an attack
against a private firm is launched from a foreign country. You'll
hear some interesting ideas about law enforcement
cooperation across international boundaries during this lively



panel discussion. You will also find out how to improve the
odds of capture and conviction of perpetrators hiding in
international cyberspace.

Track: Law Enforcement

3:30 PM - 5:00 PM
23: Operationalizing Human Factors in Information
Operations
Douglas H. Dearth, Course Director, Joint Military
Intelligence Training Center; Commodore Patrick J.
Tyrrell, Royal Navy, Asst. Dir. of the UK Defence
Communications Agency; Lt. Col. James McCool, USMC
(Ret.) Chief of the Defense Intelligence Agency's
Information Warfare Support Office, Human Factors
Branch; Mr. Chuck DeCaro, President, AeroBureau
Corporation, former CNN Correspondent

This comprehensive session synthesizes the information and
theories put forth in the three previous sessions in the human
factors track. You'll take a look at the big picture to determine
how to make human factors an integral part of information
operations planning and execution.

Track: Human Factors of the Information Revolution

3:30 PM - 5:00 PM
24: HERF and EMP Detection and Protection
Ed Pevlar, CEO, Texas Engineering Solutions; David
Schriner, CEO, Shriner Engineering

How does private business protect itself against the effects of
HERF and EMP, one of the most worrisome denial attacks?
Attend this eye-opening session to view demonstrations of the
most recent advances and a newly patented technology in
HERF/EMP attack detection and protection.

Track: Technology

3:30 PM - 5:00 PM
25: Chinese Views on Information Warfare
Yujan Sun, Tiran Lee, Research Fellows, Defense
Technology and Science Information Center of China,
Beijing

The Chinese goverment supports the world's largest military
force and is making great strides in achieving cyber-arms
parity. In this InfowarCon first you'll hear how IW in China
differs from the western world. You'll learn how Beijing views
the world's advances in information warfare, and examine
some of the Chinese government's theories on IW, including a
global IW treaty proposal. You will cover China's information
assurance programs and international promulgation strategies.

Track: Collateral IW



Schedule

Optional Workshops
Tuesday, September 7
9:00 AM-5:00 PM

Information Operations: IW for
the Warfighter
All National Disasters Begin at
the Local Level
Hacking Tools from A-Z
Global Infrastructure Analysis

Friday, September 10
9:00 AM-5:00 PM

Building Computer Emergency
Response Teams (CERTs): A
Step-by-Step Lesson Plan
Conducting Cyber
Investigations: Forensics,
Tracking, and Conviction
Strategic Gaming
Linux Boot Camp

Concurrent Agenda
Wednesday, September 8
8:30 AM - 9:00 AM

The Joint Task Force on
Computer Network Defense:
An Update

9:00 AM - 9:30 AM
Legislative View: Infrastructure
Protection and National
Security

9:30 AM - 10:00 AM
International Implications and
the NIPC

10:30 AM - 11:00 AM
Cyber Disarmament

11:00 AM - 11:30 AM
The Kinder, Gentler Terrorist

11:30 AM - 12:00 PM
Corporate Vigilantism and the
Hostile Perimeter

1:30 PM - 3:00 PM
Life and Conflict in the
Infosphere
Corporate Vigilantism: Striking
Back
Technology for Circumventing
Internet Censorship
The Politics of Infowar:
Electronic Disturbance and
Cyber-Civil Disobedience

3:30 PM - 5:00 PM
Perception Management in
Peace, Conflict, and War



Corporate Computer Crime
Forensics 101
Soft Tempest: Secret Data
Transmissions Using CRTs and
PCs
Identity Theft: The Robbery of
a Lifetime

Thursday, September 9
8:15 AM - 9:00 AM

National Security and Private
Infrastructure: A View from the
Top

9:00 AM - 9:30 AM
Private Sector Infrastructure
Protection

9:30 AM - 10:00 AM
Applying Maneuver Warfare to
Infrastructure Protection

10:30 AM - 11:00 AM
Internet Mapping and Control

11:00 AM - 11:30 AM
The Role of the Private Sector
in Protecting the Critical
Infrastructure

11:30 AM - 12:00 PM
Private Sector Cyber-Threats

1:30 PM - 3:00 PM
Infowar: The Human Target
Cops Breaking the Law to
Enforce the Law
Home-Made HERF and EMP
Weapons: Design and
Generation
Physically Protecting the Virtual

3:30 PM - 5:00 PM
Operationalizing Human
Factors in Information
Operations
International Law Enforcement
Cooperation
HERF and EMP Detection and
Protection
Chinese Views on Information
Warfare



Strategic Reasons to Attend

You will:

Learn how to build and deploy practical defense
systems for commercial and government infrastructures
Find out how to combat the new terrorists who
manipulate public opinion via the Internet and media
Get the lowdown on the Russian Federation's proposal
to the U.N. on cyber disarmament
Discover how organizations use hostile perimeters to
thwart network attacks
View demonstrations of Web-based applications that
circumvent proxies and firewalls to fight back against
Internet censorship
See how the Internet and high technology can be used
as tools for civil disobedience and vehicles to promote
political causes
Find out how to deflect tempest radiation and related
RF data interception
Explore the implications of identity theft and how it can
affect your security efforts
Hear about the National Infrastructure Protection
Center's latest initiative to provide early indication and
warnings to the private sector
Examine new advances and recently patented
technologies in HERF/EMP attack detection and
protection
Investigate the Chinese government's theories on IW
and its proposed IW global treaty
Dissect the causes behind corporate vigilantism against
cyber crime and review practical alternatives to vigilante
activities
Peer into the future at the ways conflict will evolve in the
information realm
Get tips for investigating cyber crime in ways that
surpass conventional techniques used by public law
enforcement agencies
Inspect new software tools that use hacking techniques
to map and control intranets and network connections
Apply military tactics for target selection to enhance
corporate information security
Master strategies for coordinating different areas of
security for an integrated approach to infrastructure
protection
Assess just how far law enforcement officials should go
to achieve crime-fighting goals
Gain strategies for improving the odds of capturing and
convicting cyber-criminals lurking in international
cyberspace



Who should attend:
Military personnel in Offensive and Defensive IW, and
PSYOPS
Professionals in electronic civil defense, E-commerce,
and information protection
Municipal employees
Intelligence Agents
Chief Executive Officers
Chief Technology Officers
Managing Directors
Information Security Directors, Managers, and Staff
MIS Managers and Staff
Legal Counselors
Law Enforcement Officers
Computer Crime Investigators
Security Consultants
Network Security Architects
Network and LAN Administrators
Systems Analysts and Administrators
IS Auditors
Information Systems Managers and Staff
Academics in the fields of Computer Science or
IW/Strategic Studies
Anyone responsible for enterprise and infrastructure
information assurance and operations


