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Content
The paper will expand on the work done by Winn Schwartau late in 1998. His informal
questionnaire has been changed a little. The questions are listed below with their
associated rationale:

1. Recently, the Pentagon responded to a series of hacker attacks by striking back with
software, which disabled the attackers’ browsers. Do you think this was a valid and
appropriate response?
This question ‘sets the scene’, and partly establishes the respondent’s attitude.

2. Do you feel that your organization has a right to respond to attack in this manner?
Establishes what they think THEY have a right to do, rather than some other
abstract entity.

3. When do you think it is valid to respond to an attack?
When an unauthorized user:

Attempts to enter your network?
Reads some of your system data?
Reads some of your applications data?
Attempts to alter data?

Establishes level to which retaliation would be considered.
4. Is it more appropriate to allow the authorities and the legal system to deal with

hackers?
Establishes attitude toward conventional responses.

5. Do people have the right to attack child pornography and other ‘controversial’ sites?
Establishes ‘ethical’ attitude toward attacking a site.  Is it right or wrong?

6. Do you feel that your organization has the right to expect others to respect the
integrity of its sites?
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Combines with previous question to see if there is a conflict. If it is alright to attack
a child pornography site, why cannot an attacker say the same about attacking say
a weapons’ manufacturer, the tax department!, etc.

7. Has your organization developed a policy about dealing with such things as hacker
attacks?
Determines if management has seriously considered the issue.

8. Has your organization investigated offensive software?
Determines the extent of activity in this area.

9. Do you believe an attack from a competitor organization is a serious threat?
Determines if they feel that the whole thing is a ‘red herring’.

Other questions determined the type of company and its size (by employee numbers).

This survey has been sent to 260 IT managers in Western Australia (a 22% response so
far), and will be sent out to 350 IT managers in the state of Victoria next week. The
answers are totally anonymous.

The proposed paper will analyze the results and their implications.

Method of presentation
It is hoped the presentation will be interactive. This approach very much depends on the
audience, but they will be challenged by “What would you do?” and the implications of
the answers discussed.


