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1. Introduction
The paper expands on the work done by Schwartau (1999). His initial investigation was to establish a general impression of the
attitudes of professionals in business and government to the concept of cyber-vigilantism. Basically, this is the proactive process of
responding to information attacks by hackers (from whatever source) with corresponding attacks on them. In short, it is hacking the
hackers. The military and intelligence services have developed much of the technology for this. It is bringing the military concept of
‘information warfare’ (Schwartau, 1996; Dearth, Williamson, 1996; Knecht, 1996; Waltz, 1998; Denning, 1999) into the civilian
world.
This research uses the basic idea from Schwartau’s (1999) survey to specifically seek out the attitudes of Australian IT managers to
this ‘offensive’ attitude toward information security. The questions used were based on Schwartau but wording was changed and
questions added and deleted. To obtain as wide a range as possible, the sample included organizations of as many sizes and industry
types as could be found.

2. Background
Cobb (1998) has outlined the potential threats to the Australian economy from information warfare attacks. As this is a new source of
threat, it appears that many Australian businesses and government departments have not seriously considered it. The level of ‘passive’
security is highly developed, but the potential for concerted, organised, and aggressive attacks from other than sole hackers, has not
been include in management thinking. The survey results outlined below tend to support this assertion.
One problem with the whole area of computer crime in Australia is ambiguity of the law. This is also confused by the potential
international legal implications of foreign attacks. For instance, in the state of New South Wales, the Crimes Act 1900 (NSW), Section



310 states it is illegal to ‘destroy, erase, insert, or alter data in a computer system…or interfere with, interrupt, or obstruct the lawful
use of a computer’ (Internet Law Bulletin, 1998, p.14). However, it is rare for these offenses to be detected, prosecuted, or proven.
Schwartau (1999, p.1) outlines the frustration of management in the American context, and lists the following as the main causes:

● Hacking events are increasing by huge numbers
● The assaults are becoming more aggressive and hostile
● The attack tools are automated and require little technical skills
● Political and social motivations have invited civil disobedience
● Investigation of hacking events is very difficult
● Law enforcement is not up to the task of investigating cyber crimes for lack of manpower, resources, and interest
● Corporate America distrusts law enforcement to prosecute and keep any investigations secret.

3. Methodology
The survey was sent out to 528 IT managers in two states of Australia (Western Australia, and Victoria). This latter figure does not
include 38 surveys, which were returned because of incorrect addressing. The responses were anonymous. Each survey form was
supplied with a prepaid envelope, and names of individuals or organizations were not required. As some of the questions were of a
sensitive nature, this anonymity was thought to add to the validity of the data. The survey was sent out in February and March,
1999.There were 111 valid responses, giving a response rate of 21% (61 from Western Australia and 50 from Victoria). Information on
type of organization is shown in Table 1, and the size (determined by employee numbers) − in Table 2.

Organizational type Responses Percentage
Finance 11 10

Manufacturing 10 9
Mining 5 5

Wholesale 7 6
Retail 5 5

Government 28 25
Education 12 11

Other 33 29



Totals 111 100

Table 1: Responses by organizational type

Organization size Responses Percentage
<10 13 12
>10 5 5
>20 6 5
>50 10 9
>100 16 14
>250 14 13
>500 8 7
>1000 18 16
>5000 13 12
>10000 8 7
Totals 111 100

Table 2: Responses by organization size (respondents were asked to pick the largest size option that was applicable to them)

4. Rationale for each question
Table 3 lists the questions and the results for each. Each question had space for more specific comments. Also, there was an area for
overall comments at the end of the questionnaire. Each of the questions was designed to discover either an attitude toward aggressive
responses to information attack, or to find the level of organizational awareness for a particular aspect. The questions mentioned in
this section can be found in Table 3.





Question Answers (% of total)
Yes No ?

1.Recently, the Pentagon responded to a series of hacker attacks by striking
back with software, which disabled the attackers’ browsers.  Do you think

this was a valid and appropriate response?

73 23 4

2.To your knowledge has your organization ever been the victim of an attack? 14 80 6

3.Do you feel that your organization has a right to respond to an attack in this
manner?

65 30 5

4.When do you think it is valid to respond to an attack?
a. Someone attempts to enter your network?
b. Someone reads some of your system data?

c. Someone reads some of your applications data?
d. Someone attempts to alter data?

e. Someone tries to destroy a part of your system?

70
80
81
90
93

24
16
16
9
6

6
4
4
1
1

5.Is it more appropriate to allow the authorities and the legal system to deal
with hackers?

60 26 14

6.Do people have the right to attack child pornography and other
‘controversial’ web sites?

23 64 13

7.Do you feel that your organization has the right to expect others to respect
the integrity of your sites?

98 0 2

8.Has your organization developed a policy about dealing with such things as
hacker attacks?

33 60 7

9.Has your organization investigated offensive software? 20 73 7

10.Do you believe an attack from a competitor organization is a real threat? 30 66 4

Table 3: Survey questions and percentage responses .1

1 A full graphical representation of the responses and comments to each question can be obtained from Bill Hutchinson at:  w.hutchinson@cowan.edu.au



Question 1 ‘sets the scene’ and partially establishes the respondent’s attitude. Questions 3, 4, and 5 develop this by establishing the
attitude toward their own situation (question 3), the level of attack it is appropriate to respond to (questions 4a – 4e), and to see if there
was any contradiction (question 5, which asks if it is more appropriate for the ‘authorities’ to respond rather than themselves).
Question 2 ascertains the respondent’s knowledge of previous attacks. Question 8 establishes if any policies have been established in
relation to hacker attacks. It was assumed that those organizations, which had been attacked, were more likely to have policies for
these events.
Question 6 was designed to establish the respondent’s attitude toward the right of an organization’s system to exist. It is coupled with
question 7, which establishes the attitude toward their own system’s ‘rights’.
Question 10 has the dual purpose of establishing the level of perceived threat from competitors, and consequently, the perceived level
of competitors’ ethics, their own level of security, and perhaps the effectiveness of the judicial system.

5. Results and discussion
Attitude toward aggressive response
Table 3 contains the basic answers. The first question established that a significant majority of respondents (73%) agreed, in principle,
with someone else (the Pentagon) ‘striking back’ to an attack. There was no pattern in the written comments to this question.
Comments ranged from concern about legality (“Seems appropriate but is it legal”), to a satisfaction that something is being done
(“One for the good guys”). When asked about their own responses to an attack (question 3), the respondents seemed less sure.
Although a majority (65%) agreed it was appropriate to respond, it was less than that for others to retaliate. This may have been a
reflection of the example (the Pentagon), where some respondents perceived ‘national security’ as being an overriding element. The
majority of comments expressed concern about the legality of the action, for example:

● “I would have to seek legal advice before I attack back”
● “May be a problem legally”
● “Must stay within the legal system”

Others reinforced the need for some sort of response:

● “Certainly there needs to be a response level”
● “History has shown that being passive is only an invite to do it again”



By and large, the comments showed support for striking back over and above other considerations:

● “Two wrongs do not make it right versus protection of my space and property. The latter wins”.

Question 4 investigates the trigger point for retaliation. The question presents events of increasing damage to a system. As the
potential damage increases, the support rises going from 70% to 93%. There seems a slight contradiction in these answers. Although
only 65% of respondents supported actively responding to an attack in question 3, 70% support a response for an attempt to enter a
network in question 4. Strangely, the comments are also much more aggressive and assertive in tone, for example:
● “Any attack should not be tolerated”
● “Entry without prior advice or authority equals trespass”

However, despite the overwhelming (93%) agreement to response to an attempt to destroy a part of the system, there still appears to be
trepidation present:

● “Yes, but only after a warning has been given, otherwise it may be an innocent browser”,
● “How do you distinguish an attack from something else?”,
● “Respond in the sense of stopping the attack, not striking back”.

Contradiction in the responses is also exposed in the answers to question 5, which deals with the appropriateness of the ‘authorities’ to
deal with hackers. Schwartau (1999) contends that frustration with the legal process and other official channels has a large influence
on American management’s support of strike back options. However, the respondents to this survey showed support for preferentially
using the authorities solving the problem (60%). This seems to conflict with the answers to questions 3 and 4, where there is majority
support for organizational response. It is perhaps, reflective of the desired state of affairs rather than the practical aspects of the
situation. For instance, question 3 asks for support in principle of striking back, and, although it did get majority support, this was not
as high as when the specifics of question 4 were outlined. The comments for question 5 also expose some interesting views, for
example:

● “Needs a dual approach”,
● “Both needed. Authorities determine their own priorities based on dollar value of damage done. Not appropriate”,



● “What authority? What time frame? What stops the hacker in the meantime?”

Expanding on this last comment, many of the others also reflect on the time element of official response, for example:

● “Ineffective and too slow - How can they react in time?”,
● “Too slow and uncertain”.

Other comments expose the enormity of effective official response, for example:

● “Are you kidding? Across international borders and with no ability to establish definite proof.”
● “They may have no way of tracing the offender after the event”,
● “They won’t get their act together in time”.

Organizational awareness, threats, and response
It appears from question 2 that the majority of respondents (80%) have not experienced (or have knowledge of) an attack on their
systems. This probably reflects effective security. Paradoxically, it can also expose a weak monitoring system. Whatever, the reasons,
it gives no real incentive to research or produce policies and procedures to deal with attacks, except at the general risk management
process within the organization. This is reflected in the answers to question 8, where 60% of the respondents declare they have no
policy for dealing with hackers. Most comments to question 8 declare ‘passive’ security measures, for example:

● “We have firewalls, etc. Preventive rather than attack”,
● “In a sense, as we have installed firewalls, system security, and access control”.

The lack of attacks also accounts for the majority of respondents not investigating ‘offensive software’. Many of the respondents
confused the context of the word ‘offensive’, assuming it to mean such things as pornography, or viruses. If there is no perceived need
for a product why investigate it, or even know what it means?

The threat of an organized attack from a competitor (question 10) does not appear to be a concern for the majority of respondents
(66%). Some do not even recognize that they have competitors, for example:



● “Government agency. No competitors”
● “Charity providing services to clients”
● “No, not in our business”

These responses may be derived from a narrow view of what a competitor is, but do imply a lack thought about potential aggressors.
For example, comments such as:

● “Perhaps, but not yet possible”
● “Not competitors but malicious individuals”

indicate that the threat is not thought to be great. A number of respondents did comment that the idea of using system attacks as a
competitive tool was a novel one, for example:

● “Had not thought of that angle, Interesting thought”.

The impression given is that, at this moment in time, ethical business practice and/or the legal system will stop competitors from these
aggressive acts. Of course, it could be lack of exposure to the techniques, which has caused little consideration of the possibilities.

System integrity
Not surprisingly, 98% of the respondents thought that others should respect the integrity of their own site (question 7). The main thrust
of the comments was that their ‘property rights’ were sacrosanct, for example:

● “It is property the same as physical property”
● “Most definite on this”
● “Yes, as I have the right to expect for any of my property”.

There was no confusion in these replies. However, the responses to question 6 revealed some contradictions.
Whilst 64% of respondents did feel that controversial sites should have their integrity respected, 23% said it was a right to attack them
(13% did not know). Whilst most comments expressed the opinion that the authorities should deal with this type of site (for example:



● “Law should stop these sites”
● “The law should cover these issues”

There seems to be a dilemma here. Many comments expressed the view that Internet sites should be free to all opinions, and that
without this, the system would be compromised.  For example:

● “Must protect freedom of speech. This is up to authorities not individuals”,
● “What is controversial? Who is the umpire that can ensure political, racial, religious, etc. overtones are not used to stop Web

sites?”
● “No but I understand how they feel”.

However, the contrast between the answers to questions 6 and 7 does show potential dilemmas, and inherent self-justification for
attacking certain sites.

General comments
The general comments from respondents illustrate other issues. Some respondents put the onus on the victim, for example:

● “Organizations with poor security have no right to use retaliation as a deterrent. This is no different to booby trapping your car in
case someone steals it…”

● “Hacking is an invasion of ones private business and needs to be harshly treated by the law. It is up to us to protect ourselves but
not to take the law into our own hands”

Others reflect that hacking is wrong no matter who does it:

● “I believe that there needs to be a complete understanding that hacking is not a justifiable course of action for anyone to take”
● “If a burglar breaks into my house, can I attack him? Could I attack his house in a similar way? Probably not…”

Another response puts an interesting slant on semantics:

● “The word attack is an emotive word. If access was simply the question, the answer may be different”



6. Rationale and drawbacks of cyber-vigilantism
The concept of retaliation to an information attack must be considered in relation to the benefits to the organization. One motivation
may be ‘vengeance’. However, this personal and subjective rationale has no meaning in organizational terms unless it is coupled with
‘deterrence’. The idea that any attacker who can be identified will be subjected to the same sort of aggression might be a deterrent to
that particular attacker and others in general. However, as many of the comments indicated, it might be a trigger to some attackers to
re-attack. Hence, a vicious cycle of attack and retaliation may develop. This is not the stuff of rational management, although in many
competitive environments it is present.
Another major inhibitor to the practice is that of legal liability and public relations. Hacking a hacker puts the organization in the same
legal position as the original attacker. Whilst the chance of getting prosecuted may be the same, the likely financial penalties may not.
The chance of destroying equipment and /or data of an innocent whose address has been used illegally might be a public relations
nightmare if an organization was caught.
Forno and Baklarz (1999, p.54) state that “…the goal of Information Warfare is not to symbolically ‘kill’ the intruder but to fend off
his every attempt to penetrate the system”. This implies a dynamic but passive approach. However, this approach is the very reason
why the attacker might always hold the initiative.
Attacks on the systems can have positive outcomes. The lessons learned about security weaknesses can make the protective system
much more effective. Keeping the potential for aggressive attack in the forefront of security management can also revitalize such
things as access monitoring.

7. Conclusion
Whether we find it acceptable or not, modern society has a significant (and increasing) dependence upon information technology.
Because of this dependence, the impact of hackers can be significant. However, the threats are still perceived by managers to come
from individuals, whereas more significant dangers may come from organized groups. This paper has sought to suggest that, as a
result of this, we face a number of immediate and long-term threats that need to be recognised in order for protective action to be
taken. But who should take this action?
The paper describes the attitude of Australian management towards hackers and the rights that businesses have to proactively defend
themselves against attacks. The paper discusses how Australian management believes that it is the role of the state to protect them
against information attack. However, the paper also shows that management believe that they also have a right to retaliate through
attack. In conclusion, the paper outlines changes in management’s approach in dealing with these attacks. Australian companies do
not wish to be victims of these attacks, they wish to fight back against the perpetrators, cyber-vigilantism may yet develop.
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